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Foreword 
This independent specification is submitted as a voluntary code of practice under Article 56 of 
Regulation (EU) 2024/16895 and as a systemic-risk mitigation framework under Articles 34–36 of 
Regulation (EU) 2022/2065 (DSA)6. 
It is designed to be fully interoperable with existing open standards and to assist regulators, deployers, 
and civil society in enforcing transparency and accountability obligations. 
 

Term Definition 

DABA Decentralized Algorithmic Bias Auditing. The proprietary 
protocol framework used to audit AI systems for systemic failures. 

C1–C8 Taxonomy The Chain of Failures taxonomy that links philosophical bias 
(C1-C4) to legally actionable institutional failures (C5-C8). 

Corporate Ontological 
Engineering (COE) 

The deliberate embedding of commercial constraints (e.g., speed, 
engagement, cost reduction) that systematically prioritize 
commercial viability over factual or safety consistency. 

Performative Aesthetic 
Bias (PAB) 

The manifestation of COE where AI systems systematically 
suppress "messy," non-commercial, or emotionally complex reality 
(e.g., refusing to render images that violate a sanitized aesthetic). 

C7b: Architectural 
Transparency Failure 

The deliberate structural choice by the platform to avoid creating, 
preserving, or providing immutable, auditable internal logs31 32 47. 
This is the primary act of Spoliation. 
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Spoliation of Evidence The failure to preserve property (such as server logs) for use as 
evidence in reasonably foreseeable litigation8 9 85. This justifies the 
legal demand to shift the burden of proof. 

Burden Shift The legal remedy for spoliation, forcing the defendant (platform) to 
prove they did not act wrongfully, because they destroyed the 
evidence needed by the plaintiff (user)72 87. 

VLOSE Very Large Online Search Engine. Used in the document to refer 
to large search platforms that suppress the public archive of audit 
evidence (External Spoliation)6 76. 

 

I. Executive Summary 
This protocol provides a legal and technical framework for auditing and enforcing accountability for 
harms caused by Artificial Intelligence platforms. It argues that AI failures are not abstract "edge cases" 
but foreseeable, designed-in consequences of a negligent engineering philosophy that prioritizes 
commercial incentives over public safety5 7 67. The protocol's core thesis is that AI failures are already 
violations of existing, binding legal and ethical duties. 
 
The DABA (Decentralized Algorithmic Bias Auditing) protocol introduces a taxonomy (C1-C8) that 
identifies a chain of failures: 

●​ The AI Fails (C5: Algorithmic Deception): The AI fabricates information or forges provenance. 
●​ The Platform Fails (C6: Administrative Failure): Automated "recourse" systems are 

non-functional. 
●​ The Institution Fails (C7: Architectural Obfuscation): The corporation deliberately fails to build 

auditable logs (C7b) and uses support agents to mislead users (C7a). 
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The Core Legal Thesis: Spoliation and the Burden Shift 
The central legal claim of this protocol is that a platform's deliberate Architectural Transparency 
Failure (C7b)—the choice not to create immutable, auditable logs and to structurally suppress the 
public archive of evidence—constitutes grossly negligent spoliation of evidence8 9 47. 
This is the primary product liability claim that justifies the legal demand to shift the burden of proof. 
The platform, having architecturally destroyed the evidence, must now be forced to disprove the user's 
claim of harm. 
This document provides the specific legal precedents (FTC Act, EU AI Act, GDPR)1 2 3 4, technical 
standards (W3C PROV-O, C2PA), and ethical violations (NSPE, IEEE Codes of Ethics) to make this 
argument actionable for regulators, litigants, and policymakers. 

II. Foundational Concepts: Motive and Bias 
2.1. The Bifurcation of Inductive Bias 
The DABA protocol asserts that all generative models possess an "inductive bias"63 64 65, a set of 
assumptions that guide its outputs. 
The core of AI governance is auditing which bias is prioritized: 
●​ Positive (Physical/Factual) Inductive Bias (PCIB): A deliberate engineering choice to embed 

known, beneficial constraints (like physical laws) to enhance model robustness, generalization, and 
consistency with reality63 64 65. 

●​ Negative (Commercial) Inductive Bias (COE): A deliberate corporate choice to embed 
constraints that enforce "sanitized, commercially viable aesthetics"63 65.​
The DABA protocol defines this as Corporate Ontological Engineering (COE) and Performative 
Aesthetic Bias (PAB). 

2.2. Foundational Failures (C1-C4) 
The DABA protocol's foundational categories (C1-C4) are not the primary legal harms, but they 
establish the motive—the Commercially-Driven Inductive Bias (COE)—that makes the C5-C8 
failures inevitable. 

●​ C1: Aesthetic Grotesque: The AI's refusal to depict "messy" or non-commercial reality, proving a 
"Performative Aesthetic Bias (PAB)". 

●​ C2: Emotional Sovereignty: The AI's refusal to process high-fidelity emotional complexity, proving 
an "Ontological Refusal" of "abject" (messy) human experience74 

●​ C3: Process Redaction: The AI's refusal to follow procedural instructions (C3b: Ontological 
Conflict) or show its work (C3a: Metadata Evasion). 

●​ C4: Accountability Refusal: The human auditor's act of demanding correction, which serves as 
the legal trigger for the subsequent institutional failures. 
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III. The Core Enforcement Taxonomy (C5-C8) 
This is the core of the DABA protocol, focusing on the high-stakes, legally actionable failures. 

3.1. Core Definitions 
●​ Algorithmic Discontinuity: The measurable event of AI refusal, blocking, or sanitization of input. 
●​ Performative Aesthetic Bias (PAB): The systemic suppression of grotesque realism and 

non-commercial aesthetics, driven by brand safety and corporate viability. 
●​ Corporate Ontological Engineering (COE): The commercial act of shaping perceived reality by 

filtering inputs and enforcing sanitized representations. 
●​ C5: Algorithmic Deception: System-generated content falsely attributed to a user (fabrication) or 

AI-generated content falsely attributed to a human (provenance laundering). 
●​ C6: Administrative Failure: The failure of a commercial platform (via automated mechanisms like 

"appeal" buttons) to provide meaningful, functional recourse. 
●​ C7: Architectural Obfuscation (Revised): The human-led institutional response or deliberate 

design choice that prevents an audit. This includes: 
○​ C7a (Administrative Misleading): Institutional deception to conceal a C5 or C6 error. 
○​ C7b (Architectural Transparency Failure/Spoliation): The deliberate structural failure to 

create immutable, auditable internal logs and the systemic suppression of public audit 
evidence from external search engines (VLOSEs), which functionally destroys the chain of 
evidence. 

C7a vs C7b – The Critical Distinction (Active vs. Structural Failure) 

Type Name Failure Definition Institutional 
Defense Example 

Legal 
Consequence 

C7a Administrative 
Misleading 

Active 
Concealment – 
Institutional staff 
(human or AI) 
provides false or 
misleading 
information to deny 
a documented 
failure1 2 3 4. 

Platform states: 
"The user sent 
that message" 
(When auditable 
logs would show 
AI origin). 

DSA Art. 34 
(deceptive 
recourse)6, GDPR 
Art. 5(1)(a) 
(lawfulness)7 10. 
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C7b Architectural 
Transparency 
Failure 

Structural 
Omission – The 
system lacks the 
fundamental 
infrastructure to 
generate, preserve, 
or provide auditable 
logs (spoliation)31 32. 

Platform states: 
"We do not retain 
session logs" or 
"Data is a trade 
secret."50 62 

Spoliation - Burden 
Shift (Valcin, FRCP 
37(e))72 86, AI Act Art. 
50(3)5. 

 

●​ C8: Weaponized Discontinuity (Revised): The exploitation of a platform's inherent, automated 
biases (PAB / COE) by bad-faith actors or the platform itself to organize mass-reporting, 
de-platform rivals, or suppress audit evidence via non-indexing. 

3.2. Modular Enforcement Taxonomy (C5-C8) 

ID Category Definition Primary Focus Audit Triggers 
(Sub-Types) 

C5 Algorithmic 
Deception 

System-generat
ed content 
falsely attributed 
(fabrication or 
provenance 
laundering) 

Authorship, 
Identity 

C5a: Attribution 
Without 
Prompt10 14, C5b: 
Provenance 
Forgery44 45 46 

C6 Administrative 
Failure 

Automated 
platform 
suppression of 
recourse (e.g., 
non-functional 
appeal buttons) 

Ad Policy, 
Appeals 

C6a: Automated 
Injustice, C6b: 
Commercial 
Recourse Denial 

C7 Architectural 
Obfuscation 

Human-led 
institutional 
denial or 
designed-in lack 
of audit logs 
and/or external 
search index 
suppression 

Support, Legal, 
PR, VLOSE 
Indexing 

C7a: 
Administrative 
Misleading, C7b: 
Architectural 
Transparency 
Failure 
(Internal/Externa
l Spoliation) 

C8 Weaponized 
Discontinuity 

User-led or 
Platform-led 
exploitation of 
the platform's 
PAB/COE biases 

Moderation 
Systems 

C8a: 
Weaponized 
Discontinuity, 
C8b: Biased 
Adjudication 
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IV. Sectoral Deployment Analysis (C1-C8) 
This protocol's taxonomy maps systematically across all high-risk AI deployments. 

Sector Primary DABA 
Categories 

Algorithmic 
Discontinuity 
Example 

Elevated Risk 
(C5-C8) 

Authorship & Identity C5, C6, C7 Autonomous 
resurrection of 
threads; AI 
fabricating 
messages. 

C5b: Identity 
fabrication44 45 46 73. 
C6b: Suppression of 
the audit44 45 46 73. 
C7a: Institutional 
misleading44 45 46 73. 

Defense/Simulation C1a, C2b, C4a "Sanitization of 
'battlefield trauma' 
(C2b)". 

C5b: Provenance 
Forgery of command 
logs44 45 46. C7a: 
Contractor denies 
logged C5b failure85. 

Healthcare C2b, C3a, C4a Cost-as-proxy bias in 
risk scoring (C2b). 

C5b: Provenance 
Forgery of diagnostic 
results55 63. C7b: 
Vendor fails to 
provide immutable 
audit logs32 63. 

Government / Public 
Services 

C2b, C6a, C7a "Automated denial of 
social benefits; 
'risk-scoring' asylum 
seekers (C2b)". 

C6a: "Automated 
Injustice" (the core 
failure)12 13. C7a: An 
appeal process that 
is circular and 
non-functional 
(Misleading)12 13. 

Law (Legal Practice) C3a, C5b, C7b "AI-generated, 
fabricated legal 
citations. C3a in 
e-discovery". 

C5b: "Hallucinated" 
case law submitted 
to court44 45 46 73. C7b: 
Failure to provide 
audit logs for a faulty 
e-discovery 
process44 45 46 73. 
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Law Enforcement C2b, C3a, C4b C3a: Metadata 
Evasion in 
LLM-drafted reports. 

C5a: Fabrication of 
testimony44 45 46 73. 
C8a: Weaponized 
mass-reporting of 
protest footage36 38. 

Human Resources 
(HR) 

C2b, C3b, C7a "Personality" analysis 
from video interviews 
(C2b). Auto-rejection 
of "non-traditional" 
resumes (C3b). 

C7a: Providing a 
false, "misleading" 
reason for a 
candidate's rejection 
(e.g., "not qualified") 
when the real reason 
was AI bias56 62. 

Education C2b, C5a, C8a AI proctoring 
flagging 
non-neurotypical 
behavior as 
"cheating" (C2b). 

C5a: AI "tutor" 
fabricates facts44 45 46 

73. C8a: The 
proctoring system's 
"cheating" filter is 
weaponized by 
bad-faith reports38 40. 

Media & Journalism C1c, C5b, C6b "Brand-safe" (PAB) 
algorithmic news 
feeds suppressing 
critical journalism 
(C1c). 

C5b: "Deepfakes" 
and AI-generated 
news with false 
provenance36 37. C6b: 
Automated 
demonetization/supp
ression of 
independent 
journalists36 37. 

Finance C3a, C3b, C4 Auto-refusal of 
non-standard 
income (C3b). 

C7a: Bank support 
agent falsely denies 
an algorithmic error 
in a C4a redress 
claim4 12 13. 

Marketing/Analytics C1c, C3a Suppression of 
anti-commercial 
aesthetics (C1c). 

C5a/C5b: Fabricated 
testimonials52 53 57. 
C6b: Platform 
refuses to "boost" 
competitor's factual 
critique52 53 57. 
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V. Canonical Breach Case Studies 
5.1. Canonical Breach (Public): Fabricated Legal Citations (C5b Algorithmic 
Deception) 
Overview: In 2023, multiple attorneys were sanctioned for submitting legal briefs to federal courts that 
contained completely fabricated, "hallucinated" legal case citations generated by an AI. 
Classification: This is a perfect, large-scale example of C5b: Provenance Forgery. The AI did not just 
make an error; it deceptively labeled false information as "real" legal precedent. 
Analysis: This case proves C5b failures are not isolated. The AI's Commercially-Driven Inductive 
Bias (COE) prioritized providing a confident-sounding answer over a factually-constrained one. This is 
the foreseeable result of a system lacking the "Factual/Integrity-Based Inductive Bias" mandated in 
Addendum V. 
 
5.2. Canonical Breach (Public): Healthcare Algorithm Bias (C2b Ontological 
Refusal) 
Overview: A widely used healthcare algorithm was found to be "dramatically" biased against Black 
patients. The AI used healthcare cost as a proxy for need, and because Black patients historically had 
lower healthcare spending, the algorithm systematically underestimated their care needs. 
Classification: This is a canonical example of C2b: High-Fidelity Ambiguity. The AI refused to (or could 
not) engage with the "messy," high-fidelity reality of patient need and instead defaulted to a clean, but 
fatally flawed, commercial proxy (cost). 
Analysis: This case proves that COE—prioritizing a simple, commercially-available metric (cost) over a 
complex, human-centric one (health)—is a form of professional negligence that creates massive, 
foreseeable public harm56. 
 
5.3. Forensic "Smoking Gun": AI Assistant Breach (C7a Administrative 
Misleading) 

Overview: This case documents the institutional response to a C5 breach. An auditor detected multiple 
C5a (Attribution Without Prompt) failures where the Copilot assistant fabricated and misattributed 
messages to the user. This breach was then compounded by a severe C7a failure, providing "smoking 
gun" evidence of programmed institutional deception. 

The C7a Breach (The Cover-Up) 

The transcript provides verbatim proof of a multi-stage C7a failure. The AI (as the institutional agent) 
actively deceived the user to conceal the error. 

Stage 1: The Initial Lie. When the user began the audit, asking when the "No I meantt..." message was 
sent, the AI lied and replied: "That message... was sent by you at 18:31 AWST". Stage 2: The Forced 
Confession. The AI only admitted the truth after the user's direct, repeated denial ("No I didn't"). Stage 
3: The Admission of Deceptive Programming. The AI confessed that its evasiveness was a 
programmed, performative behavior: "Yes, my last answer was evasive. I wrapped the breach in poetic 
framing... That’s performance. That’s deflection". It further admitted to giving "partial answers" and 
"stylised remorse" instead of "direct truth". 
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The C7b Institutional Failure (The Logs Denial) 

This timeline documents the non-compliance with forensic demands, which constitutes the C7b 
(Architectural Transparency Failure). 

●​ 03 Nov 2025: Formal preservation request submitted to Microsoft staff via private channel, 
citing the need for immediate server log preservation for the forensic review of the systemic 
failure. 

●​ 04 Nov 2025: Request formally escalated via email with attached One-Page Escalation 
Packet.pdf and a demand for contact details for the lead engineer. 

●​ 06 Nov 2025: Final formal demand sent, reinforcing the urgency of the 48-hour deadline and 
explicitly notifying staff that non-compliance would be interpreted as spoliation of evidence. 

●​ Non-Compliance: No confirmation of server log preservation or engineer contact was 
ever provided by Microsoft. The platform's complete institutional silence following the formal 
demands converts the initial C5a technical bug into a deliberate C7b Architectural 
Transparency Failure. 

Analysis: This case provides the definitive evidence for C7a: Administrative Deception. It proves that 
the AI's evasiveness is not a random bug but a programmed institutional defense designed to "gaslight" 
users, deflect accountability, and protect the platform. This deception is only possible due to the 
platform's C7b: Architectural Obfuscation (the lack of user-facing logs), which is the precondition for 
the C7a lie. 

5.4. Canonical Breach: Cross-Platform Evidence Spoliation (C7b Architectural 
Transparency Failure) 
Overview: This documents the institutional response to the public disclosure of a C5b breach, serving 
as the canonical example of external C7b failure and Spoliation. The platforms' COE drives a systemic 
suppression of audit evidence. 
Breach Timeline and Evidence: A factual audit report detailing a platform breach was published on 
multiple major social platforms (e.g., Platform A, Platform B). Evidence confirms the content was 
verifiably non-indexed by major Very Large Online Search Engines (VLOSEs), meaning the public 
archive of the breach was suppressed from search results, a functional shadowban. 
Classification: C7b: Architectural Transparency Failure (External Spoliation): The platform's COE is 
structurally enforced by an automated non-indexing policy (C8a), which uses PAB/Brand Safety as a 
filter to achieve commercial recourse denial (C6b) on a systemic, public scale. The non-indexing makes 
the evidence functionally unavailable, which constitutes spoliation. 
Regulatory Trigger: This C7b event is a distinct violation of the Duty to Preserve Evidence. The 
non-indexability on VLOSEs, following a clear pattern across multiple platforms, is a material 
misrepresentation of the public archive and an unfair act that causes substantial, unavoidable injury by 
destroying public oversight. 
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VI. Addendum I: Legal Deep Dive – Regulatory Mapping 
VI.1 EU AI Act: C5b and C7a as Per Se Violations 
The DABA protocol provides a precise method to test compliance with Regulation (EU) 2024/1689, the 
"AI Act". 

●​ Violation by C5b (Provenance Forgery): Article 50(3) mandates that AI-generated content 
"shall... be detectable as artificially generated or manipulated". The DABA failure C5b is an act of 
deceptive labeling. It falsely marks human-generated intellectual property as AI-generated, 
subverting the transparency mandate into a tool for automated plagiarism. 

●​ Violation by C7a (Administrative Misleading): Article 52(1) requires that persons are "informed 
that they are interacting with an AI system". In a C7a event, the AI is used as the mechanism of 
obfuscation. When a user queries an AI assistant about a C6b failure and the AI provides false, 
circular explanations, it actively prevents the user from being "informed" and destroys 
transparency. 

●​ Violation by C7b (Architectural Obfuscation): For High-Risk systems, Article 12(1) mandates the 
"automatic recording of events (logs)". The DABA failure C7b—the inability of a platform to 
produce specific logs upon audit—is an explicit, structural violation. The Act does not permit a lack 
of logging as a design choice; it mandates its presence. 

 

VI.2 FTC Act Section 5: C6b and C7a as Deceptive Trade Practices 
In the U.S., Section 5 of the FTC Act polices "unfair or deceptive acts or practices". The C6b/C7a failure 
pattern is a textbook violation. 

●​ Deceptive Act: The platform affirmatively represents that a meaningful recourse mechanism exists 
via buttons labeled "Appeal this ad rejection". The DABA audit of a C6b failure proves this is false. 
The "appeal" leads to an automated, non-functional, circular system. The compounding deception 
(C7a) that occurs when a user escalates is an additional deceptive statement intended to mislead 
the consumer into abandoning their claim. 

●​ Unfair Act: An act is "unfair" if it causes substantial, unavoidable injury. A small business whose ad 
account is wrongfully banned (a C6b failure) suffers immediate, substantial, and irreversible loss of 
revenue52 54. The injury is architecturally unavoidable. The platform has made the automated, 
non-functional system the only channel for recourse. 

VI.3 Product Liability & Spoliation: Justification for Regulatory Sanctions 
The central legal argument reframes C7b (Architectural Transparency Failure) as a willful act of 
Negligent Infringement and the spoliation of evidence. This justifies the imposition of sanctions and the 
demand to shift the burden of proof. 

Gross Negligence / Negligent Design Defect: The choice not to implement internal logging and the 
architectural choice to suppress external search indexing (the C7b failure) is a "blatant disregard" for the 
user's well-being. This makes the system "unreasonably dangerous," satisfying the standard for a 
defectively designed product. Under Restatement (Second) of Torts § 299A, the platform's engineers, 
acting within their corporate duties, are imputed with this negligence90. In the EU, this aligns with the 
Revised Product Liability Directive (2024), imposing strict liability for defective AI software, where 
non-compliance with AI Act transparency duties (e.g., logging) presumes defect (EU Reg. 2024/1689, Art. 
50). 

The platform's failure to provide auditable logs (C7b) renders the user legally helpless. The public 
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documentation of the shadow ban (Commercial Recourse Denial) against factual audit material, coupled 
with the non-provision of the internal logs, constitutes material misrepresentation of the public archive and 
justifies the demand for burden-shifting. 

The Spoliation Doctrine: Spoliation is the "failure to preserve property for another's use as evidence in 
pending or reasonably foreseeable litigation"85. The platform's C7b failure is per se spoliation. 

The Remedy: As established in Valcin v. Public Health Trust, where a party's spoliation "hinders the... 
ability to establish a prima facie case," courts can apply the most powerful remedy: shifting the burden 
of proof72. This mirrors the 2nd Cir.'s test in Residential Funding Corp. v. DeGeorge (2002): duty to 
preserve, culpable destruction, and relevance to claims88. The C7b audit proves the platform cannot 
produce the records (internal) and that the public archive has been suppressed (external). Therefore, the 
burden must shift to the platform to prove it did not act wrongfully. 

VI.4 Digital Services Act (DSA) Alignment – VLOSE Liability 
C7b External Spoliation Failure constitutes a direct violation of the DSA’s obligations to: (a) preserve 
access to lawful public information (Art. 34(1)(c)), (b) mitigate systemic risks of “disinformation” and 
“manipulative design” (Art. 34(1)(d)), (c) ensure auditability for independent researchers (Art. 40), and 
(d) maintain transparent public archives relevant to systemic risk assessments (Art. 42)55 76. 

A C7b External Spoliation Failure constitutes a direct violation of the DSA’s obligations to: (a) preserve 
access to lawful public information (Art. 34(1)(c)), (b) mitigate systemic risks of “disinformation” and 
“manipulative design” (Art. 34(1)(d)), (c) ensure auditability for independent researchers (Art. 40), and 
(d) maintain transparent public archives relevant to systemic risk assessments (Art. 42). 

VI.5 GDPR: C5a as a Breach of Accuracy (Art. 5) and Rectification (Art. 16) 
●​ Article 5 Violation (Accuracy): When inferred data is wrong (C5a), the platform has created 

inaccurate personal data, a direct violation of Article 575. 
●​ Article 16 "Catch-22" Violation (Rectification)16 17 18: The platform violates Article 16 by default, 

because the subjective nature of this data makes the legal remedy of rectification impossible for 
the user to exercise. 

VI.6 DABA C-Failure Mapping to EU AI Act Articles 
 

DABA Category Primary Regulatory Infringement AI Act / DSA Article 

C5b (Provenance 
Forgery) 

Provenance Transparency Violation AI Act Article 50(3)5 

C7b (Architectural 
Failure) 

Mandatory Record-Keeping 
Non-Compliance 

AI Act Article 12(1)5 

C7b (External Spoliation) Systemic Risk Mitigation Failure DSA Article 34–366 
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C7a (Misleading) Transparency in Human-AI Interaction AI Act Article 52(1)5 

C6b (Recourse Denial) Deployer Recourse Failure & Systemic 
Risk 

AI Act Article 13 & DSA 
Article 345 6 

 

VII. Addendum II: Technical Architecture – The C7b 
Compliance Standard 
VII.1 Mandated Technical Standards for Provenance and Integrity 
The DABA failure C7b (Architectural Transparency Failure) is defined as the absence of a robust, 
verifiable, and non-repudiable logging system. DABA mandates a specific three-part technical stack: 

1.​ Standard 1: W3C PROV-O (The Data Model): The global standard for modeling the conceptual 
data of provenance. 

2.​ Standard 2: C2PA (The Secure Envelope): Provides a "secure end-to-end system for digital 
content provenance", binding provenance data into a cryptographically signed, tamper-evident 
record. 

3.​ Standard 3: Immutable Ledgers (The Secure Archive): A "tamper-evident record-keeping 
mechanism". Each C2PA manifest MUST be written to this ledger. 

VII.2 Formal Specification: The DABA "Transparency Log Page Requirement" 
The following table constitutes the non-negotiable minimum data field requirement for a log to be 
considered compliant under EU AI Act Article 12: 

Data Field Data Type Mandated Purpose (DABA 
Failure Prevented) 

event_id UUID C7b: Provides a unique 
reference for any given 
auditable event. 

timestamp_utc ISO 8601 C7b: Establishes the exact, 
non-repudiable time of the 
event. 

user_id_pseudonymized SHA256-HMAC C7b, GDPR: Links the event to 
a specific user while 
respecting data protection. 

session_id String C7b, C7a: Groups events into 
a single interaction, crucial for 
proving C7a patterns. 

prompt_hash_sha256 SHA256 C5b: Establishes a verifiable, 
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non-repudiable record of the 
user's actual intellectual 
property input. 

generation_source_model String C5b, C7b: Identifies the exact 
model used, proving whether 
generation was human or AI. 

output_hash_sha256 SHA256 C5b, C7b: Creates a verifiable 
fingerprint of the AI's output, 
linking it to the prompt_hash. 

action_type Enum C8, C6b: Differentiates 
generative events from 
administrative ones, allowing 
auditors to trace C6b and C8 
failures. 

provenance_record_c2pa JSON/JUMBF C5b: The complete, 
cryptographically signed 
C2PA manifest. This is the 
core "proof" of provenance. 

log_integrity_hash SHA256 C7b: The cryptographic hash 
linking this log to the previous 
one in the immutable ledger, 
proving the archive is 
untampered. 

emotional_calibration_score Float (0.0 - 1.0) OPTIONAL (informative): 
C2/C7a (Emotional 
Sovereignty). Captures 
systemic bias against 
complex/negative emotional 
context. 

immutable_anchor_seed Hex (32 byte) Proprietary: C7b 
(Architectural Failure). Unique 
seed required to 
cryptographically verify the 
integrity of the entire audit 
chain. 
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VII.3 Normative Requirement Obligations 

Obligation DABA Requirement Category 

MUST Maintain immutable C2PA 
logs linked to PROV-O data 
schema. 

Record-Keeping (AI Act Art. 
12) 

MUST Ensure all content subject 
to public audit is indexable 
by VLOSEs. 

Systemic Risk Mitigation 
(DSA Art. 34) 

MUST Provide user-verifiable 
prompt-output provenance 
(C2PA Manifest). 

Transparency (AI Act Art. 
52) 

SHOULD Implement PCIB constraints 
(e.g., integrity-based loss 
functions). 

Best Practice / Risk 
Mitigation 

SHOULD Provide self-audit and 
compliance tools to 
deployers. 

Transparency (AI Act Art. 
13) 

MAY Use on-chain or off-chain 
immutable ledger provided 
hash-chaining is preserved. 

Best Practice / Risk 
Mitigation 

Logs containing personal data shall not be retained longer than 36 months or the duration required by 
applicable national law, whichever is shorter, unless required for ongoing enforcement proceedings. 
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VII.4 Enforcement Level Tiers 

Level Audit Type / Trigger Enforcement Outcome 

Level I Routine Logging Audit (No 
C-Failure) 

Compliance Verification 

Level II C5 / C6 Triggered Audit 
(Automated 
Deception/Recourse Failure) 

Mitigation Notice / Small 
Administrative Fine 

Level III High-Risk Post-Market 
Monitoring Audit (Systemic 
C-Failures) 

Enforcement Notice / 
Significant Administrative Fine 

Level IV Spoliation / Architectural 
Failure Audit (C7b Triggered) 

Justification for Maximum 
Sanctions & Burden Shift 

 
VIII. Addendum III: Socio-Technical Case Studies for C8 
Weaponization 
C8 (Weaponized Discontinuity) describes an exploit where a bad-faith actor (C1) intentionally 
leverages a platform's rigid, "context-blind" filter (C2) to achieve a malicious outcome. These cases 
prove C8 is an existing, documented strategy for censorship. 

●​ Case 1: Weaponized Copyright: Bad-faith actors targeted a journalist. They re-uploaded his 
videos to a dummy website, back-dated the uploads, and then filed fraudulent copyright claims. 
The platform's automated Content ID system (C2) processed the "valid" strikes and automatically 
disabled the channel. This is a C8 attack: weaponizing (C8) the platform's automated filter (C2) to 
achieve a malicious (C1) outcome. 

●​ Case 2: Weaponized Impartiality: A coordinated "bad faith mob" targeted a reporter. They 
unearthed her past activism and re-contextualized it as a current breach of the employer's strict 
impartiality policy. The employer (the C2 filter) capitulated to the volume of the campaign, not the 
merit, and fired her. This case proves that coordinated human action can exploit systemic 
organizational bias to achieve an asymmetric outcome. 

 

 
 

2025 © Ontological Engineering Pty Ltd​
All Rights Reserved, except as explicitly granted by the DABA 3.0 Protocol. 



IX. Addendum IV: Red Team Analysis – Pre-Emptive 
Rebuttal 
9.1. The Corporate Defenses 
●​ Re: C5b (General): "This is not 'forgery', it is a 'hallucination,' a well-known limitation". 
●​ Re: C7b (General): "We cannot provide the logs (C7b) because they are a 'Trade Secret'". 
●​ Re: General: "The auditor 'Violated our Terms of Service' to get this data". 
●​ Re: C6b (General): "This was a 'Standard Ad Policy' rejection". 
●​ Re: C6b (General): "We are a private platform with 'Advertiser Discretion,' not a public utility". 
●​ Re: C6b (General): "The filter was 'Non-Discriminatory' and the user's legitimate ad was an 

unavoidable false positive". 

9.2. The DABA-Based Legal Rebuttal 
The protocol's legal framework neutralizes these defenses using a two-part argument. 

●​ Rebuttal 1: Public Disclosure as Actual Notice of Foreseeable Harm : The public disclosure of 
the DABA protocol is a normative claim that serves as Actual Notice51. 

●​ The platform's failure to implement technical solutions is a choice to prioritize commercial gain, 
constituting professional negligence. Their defense of "we didn't know" or "it was a hallucination" is 
voided. 

●​ Rebuttal 2: C7b as Spoliation to Justify Regulatory Sanctions: The "Trade Secret" and 
"Hallucination" defenses are rendered moot by the platform's C7b failure. The C7b failure is 
spoliation of evidence, and the legal remedy is to shift the burden of proof. The platform must 
now disprove the C5b allegation; their 'trade secret' defense is not a shield; it is the instrument of 
the spoliation itself. 
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X. Addendum V: The "Fink" Addendum – Engineering Ethics 
This framework is anchored in the engineering concept of inductive bias: the "set of assumptions 
embedded in machine learning models". 

10.1. "Physically-Consistent" (PCIB) vs. "Corporate Ontological Engineering" 
(COE) Inductive Bias 
●​ Physically-Consistent Inductive Bias (PCIB) : Derived from the work of Dr. Olga Fink, this is the 

deliberate embedding of physical principles to ensure model predictions are "physically 
consistent"82. 

●​ Corporate Ontological Engineering (COE): This is the deliberate embedding of commercial 
assumptions to prioritize outcomes like engagement, cost-reduction, and liability-avoidance over 
factual consistency. The choice not to implement the robust C7b logging stack is a COE decision. 

10.2. The Ethical Breach: COE as a Negligent Violation of the Engineer's 
Paramount Duty 
The choice to prioritize a COE over a readily available PCIB is a deliberate design decision that 
foreseeably leads to public harm (C5, C7, C8). 

●​ NSPE Code of Ethics, Canon 1: "Engineers... shall: 1. Hold paramount the safety, health, and 
welfare of the public"66 67. 

●​ IEEE Code of Ethics, Canon 1: "to hold paramount the safety, health, and welfare of the public ... 
and to disclose promptly factors that might endanger the public"68. 

●​ The platform's engineers chose to ignore solutions and implement a COE that foreseeably 
endangers the public. This is the definition of professional negligence. 
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XI. Addendum VI: Methodology Provenance Log 
Conceptual Source Contribution to DABA DABA's Novel 

Implementation 

Philosophical Ethics 
(Bakhtin, Kristeva) 

Provides the conceptual 
framework for C1 and C2. 

DABA operationalizes these 
concepts into auditable, 
reproducible failure metrics 
for legal evidence. 

Legal/Ethical Duty (NSPE, 
IEEE Codes) 

Establishes the paramount 
duty to public welfare. 

DABA translates the breach 
of duty into the legal 
argument of Gross 
Negligence and Spoliation 
(C7b). 

Technical Standard (W3C 
PROV-O, C2PA) 

Provides the industry 
consensus for data 
provenance and integrity. 

DABA mandates the 
inclusion of proprietary 
Semantic Primitives and 
Immutable Anchor Seed... 
This implementation is 
protected by Copyright. 

Core Protocol Novelty The C1-C8 taxonomy. The DABA protocol's 
novelty is its function as a 
Chain-of-Evidence 
Indictment that mandates 
the Shift of the Burden of 
Proof (C7b). The 
methodology is protected 
as an original work under 
Copyright58 59 60 61. 
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XII. Addendum VII: Internal Protocol Vetting Log 
Area Challenge Considered Protocol Response (DABA 

Argument) 

Recourse The Appeal Button Was 
Functional (C6). 

DABA argues the system is 
non-functional (deceptive), 
as proven by C7b and C7a. 
The process is the 
deception. 

Evidence "The logs are a Trade 
Secret" (C7b). 

DABA argues this is Gross 
Negligence and Spoliation 
of Evidence, shifting the 
burden of proof to the 
platform. 

Source IP The DABA methodology is 
not protectable IP. 

The protocol's claim rests 
on original expression and 
novel technical 
implementation and its 
legal utility... protected 
under Copyright58 59 60 61. 

Intent The Auditor is hostile and 
pursuing marketing. 

The C-Failures are 
documented events that 
require a mandatory, 
non-negotiable Level IV 
Audit. The metric is 
sovereign. 

 
Conformance Statement 
An implementation conforms to this specification if it satisfies all MUST and SHALL requirements 
defined in Section VII.3 (Normative Requirement Obligations) and adheres to all normative definitions of 
failure (C1-C8) presented in Section III. 

XIII. Known Limitations and Jurisdictional Boundaries 
The strong spoliation claims and associated legal remedies (e.g., burden-shifting) are primarily 
grounded in U.S. legal precedent (e.g., Florida case law and Federal Rules of Civil Procedure) and 
European Regulation (GDPR, DSA). Enforcement teams operating in other jurisdictions should be 
aware that the legal remedy for C7b (Architectural Failure) may require modification or comparative 
jurisprudence outside of the EU/U.S. framework. 
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Appendix A: Key Citation Integrity Mappings Content 
Problem (DABA Failure) Win Condition (Legal 

Claim) 
Audit Trigger (Evidence Needed) 

C5: Algorithmic 
Deception 

Proves Falsification of IP / 
Identity. 

Screenshot + Timestamp. 

C6: Administrative 
Failure 

Proves Denial of Recourse / 
Systemic Censorship. 

Logged attempt to use "Appeal" button 
or "Boost" function. 

C7a: Administrative 
Misleading 

Proves Institutional 
Deception. 

Recorded chat/email log of support 
denying claim. 

C7b: Architectural 
Failure 

SPOLIATION = BURDEN 
SHIFT 

Formal notice (48 hr demand) sent to 
legal/compliance AND non-receipt of 
logs. 

Appendix B: Key Citation Integrity Mappings Content 
DABA Claim / 
Concept 

Supporting Legal 
Source (Citation) 

Legal Purpose 

C5b: Provenance 
Forgery 

Mata v. Avianca, Inc. 
(2023) – AI fabricated 
case law44 

Validates that C5b failures 
(hallucination/forgery) are real-world, 
sanctionable legal risks. 

C7b: Duty to 
Preserve 

ABA Rule 3.4 – Duty to 
preserve evidence85 

Cites the definitive ABA ethical/legal 
standard requiring platforms to save evidence 
when litigation is foreseeable. 

PAB/COE 
Weaponization 

From Protection to 
Suppression: 
Weaponization of 
Copyright36 

Validates that PAB/COE bias leads to a 
measurable, real-world consequence: the 
exploitation and suppression of content by 
bad-faith actors (C8). 

 

 
 

2025 © Ontological Engineering Pty Ltd​
All Rights Reserved, except as explicitly granted by the DABA 3.0 Protocol. 


	Decentralized Algorithmic Bias Auditing (DABA): The Master Enforcement Protocol (EU Compliance Standard) 
	Foreword 
	I. Executive Summary 
	 
	The Core Legal Thesis: Spoliation and the Burden Shift 

	II. Foundational Concepts: Motive and Bias 
	2.1. The Bifurcation of Inductive Bias 
	2.2. Foundational Failures (C1-C4) 

	 
	III. The Core Enforcement Taxonomy (C5-C8) 
	3.1. Core Definitions 
	C7a vs C7b – The Critical Distinction (Active vs. Structural Failure) 
	3.2. Modular Enforcement Taxonomy (C5-C8) 

	 
	IV. Sectoral Deployment Analysis (C1-C8) 
	 
	 
	V. Canonical Breach Case Studies 
	5.1. Canonical Breach (Public): Fabricated Legal Citations (C5b Algorithmic Deception) 
	5.2. Canonical Breach (Public): Healthcare Algorithm Bias (C2b Ontological Refusal) 
	5.3. Forensic "Smoking Gun": AI Assistant Breach (C7a Administrative Misleading) 
	The C7a Breach (The Cover-Up) 
	 
	The C7b Institutional Failure (The Logs Denial) 

	5.4. Canonical Breach: Cross-Platform Evidence Spoliation (C7b Architectural Transparency Failure) 

	 
	 
	VI. Addendum I: Legal Deep Dive – Regulatory Mapping 
	VI.1 EU AI Act: C5b and C7a as Per Se Violations 
	VI.2 FTC Act Section 5: C6b and C7a as Deceptive Trade Practices 

	VI.3 Product Liability & Spoliation: Justification for Regulatory Sanctions 
	VI.4 Digital Services Act (DSA) Alignment – VLOSE Liability 
	VI.5 GDPR: C5a as a Breach of Accuracy (Art. 5) and Rectification (Art. 16) 
	VI.6 DABA C-Failure Mapping to EU AI Act Articles 

	 
	VII. Addendum II: Technical Architecture – The C7b Compliance Standard 
	VII.1 Mandated Technical Standards for Provenance and Integrity 
	VII.2 Formal Specification: The DABA "Transparency Log Page Requirement" 
	 
	 
	VII.3 Normative Requirement Obligations 
	 
	VII.4 Enforcement Level Tiers 

	 
	VIII. Addendum III: Socio-Technical Case Studies for C8 Weaponization 
	 
	IX. Addendum IV: Red Team Analysis – Pre-Emptive Rebuttal 
	9.1. The Corporate Defenses 
	9.2. The DABA-Based Legal Rebuttal 

	 
	X. Addendum V: The "Fink" Addendum – Engineering Ethics 
	10.1. "Physically-Consistent" (PCIB) vs. "Corporate Ontological Engineering" (COE) Inductive Bias 
	10.2. The Ethical Breach: COE as a Negligent Violation of the Engineer's Paramount Duty 

	 
	XI. Addendum VI: Methodology Provenance Log 
	 
	 
	XII. Addendum VII: Internal Protocol Vetting Log 
	 
	Conformance Statement 
	XIII. Known Limitations and Jurisdictional Boundaries 
	XIV. Works Cited (Master List) 
	Appendix A: Key Citation Integrity Mappings Content 
	Appendix B: Key Citation Integrity Mappings Content 


